Satellite and Data Communications

Know the types and roles of satellites and
principles of earth orbit
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« Know the types and roles of satellites and the principles of earth orbit
including;
— Orbits
— Uses of satellites
— Mission phases
— Station keeping
— Satellite components and uses



Introduction to satellites and their Uses
Orbits

Satellite mission phases

Satellite communications basics

Satellite components



Introduction to satellites and their uses
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* In this lesson Cadets will learn about the early development, types
and uses of satellites including;

— Definition of a satellite

— Extra terrestrial relays

— Sputnik

— Early experimental satellites

— The first communications satellites
— Types and roles of satellites
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Definition of a Satellite

« A satellite is an object that
moves around a larger object
in an orbit.

« There are two types of
satellite.

A natural satellite such as a
moon orbiting a planet.

* A man-made or artificial
satellite is a machine that is
launched into space and
orbits the Earth or another
body in space.

Satellite
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Extra Terrestrial Relays

In 1945 Arthur C Clarke, a member of
the British Interplanetary Society and a
serving RAF radar specialist, wrote a
letter to Wireless World magazine
proposing that large rockets would be
able to launch man-made satellites.

Later that year he published an article
titled “Extra-Terrestrial Relays”.

He suggested that if three satellites
were placed into a specific high altitude
orbit over the equator, separated by
120°, they would be able to act as
repeater stations and provide television
and radio coverage over most of the
earth.

October 1945
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Communications

« Communications Satellites, or “COMSATS”, are the most common satellite in
use with around 750 operational in 2017.

* They provide capabilities not readily available with, or which can supplement,
land based communication systems.
« Commercial COMSATS are used for services such as;
— Direct broadcasting
» Television and radio
— Digital telecommunications
« Telephony, television programme exchange, mobile communications
— Data distribution and exchange

« Small terminal low capacity data transmission, multimedia and Internet access

« The military rely almost totally on satellites for communications with forces
abroad, making it possible to;

— direct war from 1000s of km away
— co-ordinate widely scattered forces on sea, air and land.



Navigation

Global Navigation Satellite Systems (GNSS) enable anyone with a receiver
to determine their location to within a few metres.

* GNSS provide 3-dimensional position, navigation and timing (PNT)
information to receivers on the land, sea and in the air.

« There are numerous new and innovative applications utilising GNSS being
created on a daily basis.

* GNSS are now used intensively in military, industrial, commercial, public
safety and consumer applications replacing existing conventional methods
of navigation.

» There are currently three major GNSS systems in operation with more in
development;
— GPS -US
— GLONASS - Russia
— GALILEO - Europe



Remote Sensing

 Remote sensing is the process of detecting the physical characteristics of
the Earth from a distance by measuring its reflected and emitted radiation.

* Special sensors on-board satellites can make different types of images of
the earth using various electromagnetic frequency bands such as:

— visible light
— infra-red radiation
— microwave radio

« They can observe large expanses of land where the climate is very harsh or
which are virtually impossible to reach by land.

» Global environmental change that is difficult to measure on the ground,
such as deforestation, polar ice cap shrinkage, spreading deserts and other
large scale phenomena can be monitored.

» The Earth’s resources important for humans can be monitored, such as
tracking animal migration, locating mineral deposits and monitoring crops.



Reconnaissance

* Reconnaissance satellites are used by governments and military to;
— spy on other countries and provide intelligence information on foreign military
activities
— detect missile launches or nuclear explosions
— monitor electromagnetic transmissions while passing over a country

» There are three main types of reconnaissance satellites in use;

— Optical and infrared imaging

+ Satellites with sensors that detect missile launches and observe enemy weapon
systems on the ground

— Radar imaging
« Satellites able to observe the Earth using radar technology even through cloud cover
— Signals intelligence (SIGINT)
» Satellites with sensitive receivers to capture radio transmissions emitted from Earth
— wireless communications (Communications Intelligence - COMINT)
— other types of electronic emissions such as radar (Electronic Intelligence - ELINT)

o



Meteorology

* Most data used by weather forecasters now comes from meteorology
satellites primarily used to monitor the Earth’s weather and climate.

« Data is captured using on-board sensors to assist in making short and long
term weather predictions.

« Typically, five sensors operating in different frequency bands give a number
of images of the same scene;
— visual imaging identifies cloud locations and weather fronts

— infra-red and microwave sensors measure the Earth's surface and atmospheric
radiation to estimate the amount of heat and energy being released, the amount
of water vapour and sea temperature

 \Weather satellites can also be used to;

— monitor the movements hot or cold air masses, the amount of snow, the
movement of ice fields and the depth of the ocean

— examine crop conditions, areas of deforestation and drought
— detect volcanic eruptions and the motion of ash clouds
— receive environmental data from remote collection platforms



Search and Rescue

« Search and Rescue (SAR) satellites can be used to detect and locate
emergency beacons activated on ships, aircraft, or individuals in remote or
dangerous places.

« COSPAS-SARSAT (Search and Rescue Satellite Aided Tracking) is a
satellite-based international, humanitarian search and rescue system.

* The system consists of a network of SAR instruments flown on remote
sensing and navigation satellites, ground stations, mission control centres,
and rescue coordination centres.

 When an emergency radio beacon is activated, the signal is received by a
satellite then relayed via the nearest ground station to a local user terminal.

* The ground system identifies the beacon, calculates its position using
Doppler techniques, and alerts the appropriate rescue coordination centre.

« A distress message can then be sent to the appropriate authorities from
anywhere on Earth, 24 hours a day, 365 days a year, to instigate a rescue
mission.



Astronomy

* An astronomy satellite is a large telescope located in Earth orbit.

» The satellites can see into space up to ten times better than a telescope of
similar strength on Earth.

» This is because the satellite’s vision is not impaired by the Earth's
atmosphere and its infrared imaging equipment is not confused by the heat
of the Earth.

* Astronomy satellites are used to;
— map the stars in the universe
— study unusual phenomena such as black holes and quasars
— take images of the planets in the solar system
— map planetary surfaces

 The Hubble Telescope is perhaps the best known current example.



Orbits
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* In this lesson Cadets will learn about the principles of satellite orbits
including;
— Kepler’s laws of planetary motion
— How satellites stay in orbit
— Definition of orbits
— Popular operational orbits
— Orbital slots
— Space debris
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How Satellites Stay in Orbit

About 70 years after Kepler, Isaac
Newton used the newly formed
principles of physics to prove that not
only was Kepler correct, but to derive
the physical basis of a satellite’s
behaviour through the laws of motion.

In 1687 he devised a thought
experiment known as Newton’s Cannon
to explain the nature of orbital motion.

Newton created this diagram to explain
his concept.

Newton’s Cannon



Newton’s Cannon

Newton considered what would happen
if a body at a very high altitude above
the earth were accelerated to a
sufficiently high speed enabling it to
travel around the earth before falling to
the ground.

He imagined firing a large canon from a
very high mountain top where;

— The power of the cannon is increased
each time it is fired.

— Initially the shell falls to the ground.

— Each time it is fired it travels a longer
distance over the earth.

— Eventually the shell makes a full circuit
of the earth returning to the launch point
then continuing in orbit for ever.

Newton’s Cannon



Newton’s Laws and Orbits

« Newton’s 1st Law of Motion states that an Forward momentum
object in motion will stay in motion unless Resultant \
something pushes or pulls on it. orbital path

— Without gravity, an Earth-orbiting satellite Gravity
would continue into space along a straight line ,

— With gravity, it is pulled back toward the Earth

» There is an ongoing tug-of-war between a
satellite’s momentum, or tendency to move in
a straight line, and gravity pulling it back.

» Both have to be equal for a satellite to remain in orbit.

— If the forward momentum of one object is too great, it will go past the other
object and not enter into orbit.

— If momentum is too small, the object will be pulled into the other one.

* When the forces are balanced, the object is falling into the planet, but as
it is moving fast enough horizontally, it never hits the planet.

o
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Orbit Shape

" (a;"
S

* Orbit shape is defined by Kepler's 1st Law.
- . _ Circular orbit
« Eccentricity defines the shape of an orbit with zero eccentricity

compared to a perfect circle.

* In other words, how much it is elongated or “
squashed. s

* |tis represented by a number between 0 and 1.
— An ellipse with an eccentricity of 0 is a perfect

circle Elliptical orbit with low
eccentricit
— An ellipse that is almost flat has an eccentricity of .
close to 1
 The most common satellite orbit is circular. <
» Elliptical orbits are often used when only a
particular part of the Earth needs to be in view
of a satellite for infrequent periods of time. - _
Elliptical orbit

with high eccentricity

o



Orbit Size

The size of an orbit is defined by the orbit height or altitude, the distance
between the satellite and Earth’s surface.

For elliptical orbits, the overall size of the orbit can be defined in terms of the
distance between perigee and apogee;

— The perigee is the orbit point nearest to the earth’s surface.
— The apogee is the orbit point farthest away from the earth’s surface.
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Altitude at perigee "+ Altitude at apogee
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Orbital Inclination

* Inclination is the angle a satellite orbit makes ¢ 0°inclination
when compared with the Earth's equator from N “;u Equatorial

the southern to the northern hemisphere. :_ ' orbit

« By convention, it is measured anticlockwise .
from the equator to the orbital plane at the i
point where the satellite crosses passing :
north.

* An equatorial orbit is directly above the
equator with a 0° inclination e

90° inclination
Polar orbit

* A polar orbit travels directly over the north
and south poles with a 90° inclination.

« Other inclined orbits make an angle of greater
than 0° and less than 90° to the equator.

5N

» The point at which the spacecraft crosses the

: 45° inclination
equator is called a node. e

Node



Orbital Speed

» Orbital speed is the speed needed to
stay in orbit and is determined by the
shape and size of the orbit.

&€
>

« ltis defined by Kepler's 2nd Law.

* An object in circular orbit at a
particular height will travel at a
defined constant speed at all points

_ Circular Orbit
on orbit.

Constant Speed
— However, the higher the orbit, the
slower the speed. <

« An elliptical orbit is more complicated; »4’;,

Sl
— As orbit height increases travelling Faster =

from perigee to apogee, the orbit
speed decreases.

— As orbit height decreases travelling Elliptical Orbit
from apogee to perigee, the orbit Variable speed
speed increases.

o



Orbital Period

» Orbital period is the time it takes a

satellite to make one full orbit. .
Time taken for

» ltis defined by Kepler's 3rd law. a single orbit

* Only the height of the orbit determines
the period, not the size or mass of the
object.

* As the height of the orbit increases, the
time taken for the satellite to orbit
increases.

« At a height of 35,786 km it takes exactly
24 hours for the satellite to orbit and it is
synchronised with the speed of the
earth’s rotation.

* This type of orbit is known as a
geosynchronous orbit.



Popular Operational Orbits

» There are many different types of orbits used by satellites.

« The choice of orbit is determined by the application and function the satellite
needs to perform.

 The most common circular earth orbit schemes are;
— Low Earth Orbit (LEO)
— Medium Earth Orbit (MEO)
— Geostationary Earth Orbit (GEO)
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Low Earth Orbit

 LEO is restricted to the first 150km to 2,000 km of space, just above the
earth’s atmosphere.

* |tis the easiest orbit to reach and remain in.

» The orbital period is between 90 and 120 minutes with the satellite travelling
at over 27,000 km per hour.

« A LEO satellite is in view from only a small percentage of the Earth’s
surface.

» With a near-polar inclination close to 90°, a LEO can overtime provide
worldwide long term coverage due to the combined motion of the satellite
and the Earth’s rotation.

* A constellation of several tens of satellites in LEO orbits, such as the Iridium
system, can provide real-time worldwide personal communications.

» Most scientific satellites and many weather satellites are in a nearly circular,
low Earth orbit.

 |n 2017 over 60% of satellites were in LEO.



Medium Earth Orbit

« MEO satellites have an altitude above 2,000km and below 35,786km.
* Their orbital period is between 2 and nearly 24 hours.

5% to 15% of the Earth’s surface 44% is visible from a MEO satellite.
* Most operational MEOs have an inclination of about 50°

» With constellations of 10 to 15 satellites, continuous global coverage is
possible.

« MEO is used by satellites requiring slow sweeps of large areas of the Earth
such as search and rescue, navigation and mobile communications
satellites.

* Constellations of satellites in MEO at various inclinations, in which at least
one will be in view of any point on the earth, are used for global mobile
communications.

 The most common altitude is around 20,000 km which has an orbital period
of about 12 hours and is used by the Global Positioning System.

* In 2017 nearly 6% of operational satellites were in MEO.



Geostationary Earth Orbit

« GEO is a special case of a circular geosynchronous with zero inclination
« There is only one unique GEO at a height of 35,786km

A GEO satellite orbits once every 24 hours at a speed of 11,100 km/houir,
from west to east maintaining precise synchronisation with the Earth’s
rotation.

 From Earth the satellite appears to be stationary since it is always above the
same location.

o 449% of the Earth’s surface is visible from a GEO

» Three satellites separated by 120° of longitude can communicate with almost
all inhabited portions of the Earth, except the poles.

« GEOs are mostly used for communications, scientific and earth observation.

« They are ideal for telecommunications and broadcasting because the ground
station does not need to track the satellite and they can provide large areas
of coverage of the earth.

* In 2017 over 30% of operational satellites were in GEO.



Choice of Operational Orbit

« A COMSAT's orbit is determined by the mission objectives, typically the
communications capacity and coverage based on the operator’'s markets,
customers and user needs.

» Therefore a satellite needs to be in the correct location, at the correct time.
» Choice of orbital characteristics is a compromise between;

— the power required for transmission against total coverage on Earth

— the period when a point on the Earth’s surface remains in view of a satellite’s
antenna

— the interval between repeat visits to specific points on the Earth

» The orbital altitude and inclination of the satellite controls the coverage and
the elevation angles of the satellite and ultimately determines the satellite’s
orbit position.

— 0° inclination orbits provide good equatorial coverage, but no polar coverage.

— 90° inclination orbits provide global coverage and will pass over a greater part of
the Earth depending on their inclination, with the earth spinning below them,
eventually returning over the same point after several orbits.

o



Orbital Slots

 GEO satellites are assigned a unique orbital slot, the position in longitude
where a satellite remains stationary above Earth.

« This is to prevent unwanted radio interference occurring between satellites
spaced too close together, rather than to avoid collisions.

» A slot separation of 2° or 3° of longitude is common, equating to distance
between satellites of 1,500 and 2,250 km at orbital height.

g 2°or3°
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Space Debris

Space debris can be a hazard to
orbiting satellites.

Natural debris are pieces of rock
and dust called meteoroids mostly
originating from asteroids and
comet tails.

Man-made debris are
non-functional spacecraft, rocket
parts, mission related and
fragmentation debris as a result of

— Launches and failures
— Intentional military destruction
— Spacecraft collision

Each black dot shows a functioning
satellite, an inactive satellite, or a
piece of debris.

o



Risk of Space Debris

* The total amount of orbiting space debris is estimated at over 100 million
objects, most too small to be detected.

« Over half a million pieces are being tracked as they orbit Earth.

 Thousands of manmade objects, many larger than 10cm, occupy low Earth
orbit, and 95% of them are “space junk”,

« Some debris is travelling at thousands of kilometres per hour.

« Such a relatively large amount of fast moving debris is a significant hazard
to operational satellites and it is constantly increasing.

« Even very small debris can travel fast enough to collide with a satellite
damaging critical components.

* Furthermore, a chain reaction can occur as debris collide with each other,
continuously creating even more fragments of debris.



Satellite Mission Phases
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* In this lesson Cadets will learn about the various phases in the
lifecycle of satellite’s mission including;

— Launch phase
— Orbit injection phase
» Parking orbit
* Hohmann transfer
— Deployment phase
— On-orbit operations
 Station keeping
— End of operational life
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Launch Phase

« A satellite mission begins with the
Launch Phase when a Launch Vehicle
(LV) containing the spacecraft leaves
the launch pad.

« The task of the LV is to release the
satellite;

— at the correct height
— with the proper speed and direction.
« The LV is typically an expendable

ballistic rocket consisting of several
stages stacked on top of one another.




Launch Vehicle Payload

 The satellite is located
inside the launch venhicle in

Fairing
a protective nose cone
called a fairing at the top of
the rocket stack. ,

* A payload adaptor connects "o :
the satellite to the Launch o Satellite
Vehicle. e

e

RIll

4+

':3 : Payload
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; g; adaptor




Parking Orbit

« After lifting off from the launch pad,
LEO and MEO Satellites are usually
delivered by the LV directly into these
orbits.

 For GEO satellites, the LV delivers the
spacecraft to a temporary circular

parking orbit at an altitude between
150km and 300km.

« ALV second stage booster rocket burn
pushes the spacecraft into the parking
orbit.

« The LV makes an orbit around the
earth in about 1.5 hours.

 When the atmospheric pressure is low
enough for safe deployment, the fairing
IS jettisoned.

150km - 300km

Launch

Parking Orbit



Orbit Injection Phase

» The Orbit Injection Phase is when the spacecraft is transferred from a
parking orbit into the final operational GEO.

» The simplest approach is using a Hohman Transfer.

LEO Parking
Orbit

Perigee Apogee
kick @ Kick

GTO

Final GEO at 35,786 km



Hohman Transfer

« A Hohman Transfer is attractive because it consumes the least amount of
fuel.

« The method is to use an intermediate elliptical Geosynchronous Transfer
Orbit (GTO) where;

— the perigee is at the same altitude as the parking orbit

— the apogee is at or near the geosynchronous altitude

« ALV third stage, high thrust, solid fuel rocket provides a perigee kick to
move the spacecraft from parking orbit into GTO.

« Atthe GTO apogee, circularisation of the orbit is achieved by reorienting the
satellite and firing the on-board Apogee Kick Motor.



Deployment Phase

* In the deployment phase, having reached GEQO, the satellite is prepared for
operation.

» The satellite drifts to its assigned orbital slot.
 When on-station it is oriented to the correct attitude.
« External appendages such as the solar panels and antennas are deployed.

« All the satellite’s bus and payload systems are tested which can take a few
days to several weeks.



On-orbit Operations Phase

« When fully functional the satellite begins on-orbit operations and service can
commence.

* However, in operational orbit, a satellite can be affected by disturbing forces
called perturbations which can take the form of:

Gravity anomalies caused by the earth not being spherical causing and its
gravitational pull varying as the satellite orbits.

Third body forces caused by the gravitational influence of the moon and sun.

Solar radiation pressure caused by the force of light particles (photons) striking the
satellite.

Aerodynamic forces caused by atmosphere drag in low earth orbits.

« These forces vary the satellite’s speed, moving it away from its ideal location.

« This compromises the satellite’s ability to fulfill its mission objectives.

« Therefore, changes in orbit due to perturbations must be corrected by station
keeping manoeuvres



Station Keeping

GEO satellites are typically kept within
0.1° of their orbital slot longitude.

Sensors on board the satellite
measure whether the satellite is in its
correct orbital position.

The results are sent back to the
Satellite Control Station (SCC).

If the satellite has moved too far out of
position, commands are sent from the
SCC to the satellite to fire the reaction
control thrusters and produce a small
change in velocity to correct the orbit.

Station Keeping is planned and
carried out periodically over the
operational lifetime of the spacecraft.

Third

Earth body

Gravity
anomalies

Solar
radiation

Aerodynamic
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End of Operational Life

» The operational life of a satellite is determined by its ability to remain at its
assigned orbital slot and oriented correctly by station keeping.

» Therefore when the thruster fuel has nearly run out, the satellite reaches the
end of its active life, even though the satellite’s other systems and payload
often remain fully functional.

* A GEO satellite is then repositioned to a graveyard orbit, a few hundred
kilometres higher than GEO.

» The satellite avoids becoming another piece of space debris and a collision
hazard and makes room for new operational satellites.

» The useful lifetime of GEO satellites averages about 15 years.

« LEO satellites may have even shorter lifespans caused by the increased
atmospheric drag and friction to which they are subjected reducing their
orbital height.

« Satellites in LEO are usually repositioned so that they will re-enter the
earth’s atmosphere in a controlled descent and burn up.



Satellite Communications Basics
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* In this lesson Cadets will learn about the principles of satellite
communications and the concepts of;

— Satellites in telecommunications

— Satellite networks

— Space, control and ground segments
— Earth stations

— Satellite footprint

— Transmission systems

— Uplinks and downlinks



Eutelsat is the longest standing
COMSAT operator with a fleet of 37
GEO satellites serving users across

Europe, Africa, Asia and the Americas.
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Satellite Communications
Benefits

« Telecommunications is the most common use for satellites due to the many
benefits such as:
— Wide area of coverage

» The altitude of a satellite means large areas of the Earth can be reached by a single
global network provider serving a large population

— Remote communications

» Service is independent of terrestrial infrastructure
— Mobility

* Mobile communications is independent of location
— Wide bandwidth and capacity

» Applications such as HDTV are feasible
— Instantaneous deployment

« Set up is rapid and reconfiguration is simple
— Back-up

* Provides an alternative to existing infrastructure in case of failure or emergencies



Satellite Networks

» A satellite communications Space Segment
system is divided into three
generic segments which are w‘/ »
required to provide a .ev
complete operational «
network "] ~
— Space segment

— Ground segment

— Control segment Ground Segment Control Segment

g

1l

* Typically an end-to-end
satellite telecommunications
network consists of

L g

A

— a transmitter on the ground
— a satellite payload on orbit

— a receiver on the ground.



Space Segment

 The Space Segment contains one or more operational, and sometimes
spare, orbiting communications satellites, or COMSATS, arranged into a
constellation.




Control Segment

The Control Segment consists of all the
ground facilities required to;

— control and manage the satellite’s
function and orbit

— manage the satellite payload equipment
— manage the telecommunications traffic
Satellite Control Centres (SCC) use

Telemetry, Tracking and Command
(TT&C) Earth Stations to;

— monitor the health of the satellites

— control the satellite remotely from the
ground

Often a separate Network Operations
Centre (NOC) controls the operation of
the satellite’s payload handling the
telecommunications traffic.

Network
TT&C : Management
Earth Station Earth Station
1 A
- =
Satellite Network
Control Operations
Centre Centre



Ground Segment

« The Ground Segment consists of all telecommunications
Earth Stations which access the space segment and
interconnect users.

* |tis a diverse collection of facilities, users and
applications that includes terminals located on land, sea
and in the air

« Earth Stations are connected to the end-user's terminal
either directly or to terrestrial networks such as the public
telephone network and the Internet.

» Antenna sizes differ according to traffic type and quantity;
— Historically, the largest used 30 m diameter antennas.

— Currently, the smallest have 0.6 m antennas, such as
receiving stations for satellite TV or even smaller 10 cm
antennas on personal handsets.

« Some Earth Stations both transmit and receive, whilst
others only receive, e.g. a satellite TV station.




Terrestrial

Service
Network

Provider

User User
Terminal Terminal
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Satellite Footprint

» The satellite’s footprint is the ground segment <
signal reception area on the Earth’s surface.

* An Earth station must be within the footprint
and visible to the satellite to be able to
communicate with it.

» The footprint shape and position depends on; y

— distance from the satellite to the horizon GEO Global Beam
— shape of the antenna beam
— time of overflight determined by orbital speed

» Different antenna systems can create ’:::;;;,
different footprints: K

— GEO satellites can cover 44% of the Earth a
using a global beam pattern. e

— A regional beam or spot beam pattern will limit 3
the part of the Earth served. Spot or Regional Beam

o



Transmission Systems

 Transmission of information occurs between Earth stations and the
satellite, and the satellite and Earth stations.

« The information is digitally encoded and combined to produce a baseband
signal, a bit stream of 1s and 0s, which is sent to the transmitter.

 The baseband signal can convey information from a single source, or
several sources produced by multiplexing (combining) signals from
individual sources.

» It may contain a mixture of telephone, data or television signals.

* A microwave radio frequency carrier is modulated with the baseband
signal at the Earth Station and transmitted to the satellite.

» The carrier is received at the destination satellite and the signal is
retransmitted on a different carrier frequency back to the Earth Station.

« The original bit stream is recovered at the Earth Station by demodulating
the carrier and decoding the digital bit stream to reveal the original
information.



Traffic Uplinks

Transmission of baseband signals
from an Earth station to a satellite is
called the uplink.

Satellite transmissions use
microwave radio frequency carriers,
typically between 1GHz and 45 GHz
depending on their mission.

The signal need only be just strong
enough to reach the satellite in a
useable form, although it may be
affected by atmospheric and other
interference sources.

Earth Station

Uplink
frequency



Traffic Downlinks

* Transmission of baseband signals
from the satellite to the Earth
Station is called the downlink.

* The downlinking transmitter sends
the signal from the satellite back
down to earth;

Downlink
frequency

— either to a single receiver

— or by broadcasting to multiple
receivers

* As the downlink transmitter must
rely on the satellite’s limited power
supply, there are greater
constraints on the downlink signal
power than for fixed ground
stations.

Earth Station



Satellite Components
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Main Components of a Satellite

* In this lesson Cadets will learn about the main components of a
COMSAT and their uses including;

— Satellite bus
 Structural housing
* Propulsion system
» Electrical power system
» Tracking, telemetry and command system
 Attitude control system
* Thermal control system
— Communications payload
» Transponders
* Antennas



Main Components of a
Satelllte

A satellite is a complex, interconnected,
mechanical and electrical system
designed and constructed to support the
specific mission and functions for which
it is designed.

« A COMSAT incorporates two major
modules;

— The payload is the most important part of
the satellite and is there to fulfil the
mission objective using appropriate
hardware.

— The bus consists six major subsystems
which are there only to support the
payload in its operation

Inmarsat-4A ALPHASAT
Satellite under construction

o



Bus System Typical Components

Structural Housing Panels

Propulsion Apogee Kick Motor, Thrusters, Valves, Fuel Tanks
Electrical Power Solar Arrays, Batteries, Distribution and Control
Telemetry, Tracking & Command Transmitter, Receiver, Antennas, Sensors, OBDH
Attitude & Orbit Control Sensors, Controls

Thermal Control Heaters, Radiators, Thermal Blankets
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Structural Housing _—

 The housing provides the mechanical base structure (
of the satellite which;

— supports all the on-board payload and bus equipment

— is designed to survive and operate in the harsh
environments encountered from launch through to orbit

N

— acts as a shield cage to protect the sensitive electronics
from space radiation and electrostatic discharge. Aluminium panels

« ltis a rigid framework of panels usually constructed
of lightweight aluminium skins bonded onto a
sandwich filling of aluminium honeycomb making ‘
them very light, strong and stiff. '

« The form of the housing is determined by the
satellite stabilisation mechanism.

» The size of the housing is limited by the launch
vehicle.

Honeycomb skin

o



Stabilisation

The satellite antennas, solar panels, thermal
radiators and rocket engines must be correctly
oriented on orbit.

To achieve this a stabilisation mechanism is
required of which there two main types:

— Spin stabilisation
— 3-axis (or body) stabilisation

3-axis stabilisation is the most convenient form
for supporting a communications payload
function.

A satellite can achieve any attitude by
changing the direction of the 3-dimensional
axes using the Attitude Control System.

Attitude describes the position of a satellite in
a rotational sense and changing attitude
implies rotation.

Earth iy Direction

Yaw | =t of orbital
\ \ motion
—v
Orbit G

path Roll

3-D rotational movement of a
satellite in space

o
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Thrust
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Liquid Mono-propellant Thrusters

* One type of thruster uses liquid mono-propellant hydrazine fuel.

* Fuel is stored in a cylindrical, pressurised, sealed tank with rounded ends,
typically made from welded titanium.

» To fire a specific thruster, the fuel inlet valve is opened and high pressure
gas forces hydrazine through a bed of chemicals, causing a heat producing

exothermic chemical reaction.

* The hydrazine decomposes into hot, high pressure hydrogen, nitrogen and
ammonia gasses which are exited at supersonic speed through the nozzle

to produce thrust.

Gas - - Hydrazine
Tank Fuel
b
4
Pressure ‘
Valve Propellant
Tank

Thruster
Injector Plate Nozzle
\\\‘ ’-‘ \.‘_-' - ( ”
RE W1 [
Fuel Catalyst \CZZ;L;Z;
Inlet Bed
Valve
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Electrical Power System

* The electrical power subsystem provides generation, storage and
conditioning of a reliable electricity source to operate the payload and bus.

« The only feasible external primary source of energy for an Earth orbiting
COMSAT is from the conversion of sunlight into electricity.

 When the primary solar power source is unavailable, a secondary power
source is required.

 The most common arrangement is a solar array and battery combination.

llllllllllllllllllllllllllllllllllllllllllllllllllllll

E{ Battery
_ .o Charge/Discharge .
S Solar Array Primary . . Secondary Controller : Payload &
i Requlat Power . . Power : Subsystem
2y eguiator — source * 1 Source *  Electrical Loads
- Rechargeable :
Batteries

.
------------------------------------------------------



Solar Array

» Solar arrays are attached to the north and N
south panels of the housing.

« A typical array consists of semi-rigid ‘ . ) .

hinged panels. —
: o Launch S
* As room on the launch vehicle is limited, configuration Bt On-orbit

the arrays are folded up against the sides configuration
of the satellite during the launch phase. i

« Once in orbit, the arrays are extended by
a deployable mast until flat and positioned — ¢
above and below the housing. il WA

« The arrays are rotated in orbit to point \
towards the sun regardless of the :
direction the spacecraft is facing. 7

GPS Satellite Solar Array

o
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Limitations of Solar Power

» Without batteries a satellite would shut down entirely during eclipses of the
sun by the earth and might not activate properly after re-entering sunlight.

— For GEO satellites, eclipses occur on 90 days per year for up to 70 minutes.
— For most LEO satellites eclipses occur every day and orbit, for up to 30 minutes

« Solar Arrays are inefficient with only about 10-20% of the sun’s energy falling
on the array generating useful electrical power.

» The available output of the array also deteriorates over its lifetime.

 The array output is constant at a particular moment, but varies over time,
whilst the electrical loads supplied continuously vary over time.

» Power distribution control helps to manage some of these limitations ensuring
the correct voltage and current is delivered to equipment when needed.

— If the batteries are fully charged or the satellite requires less power, the solar arrays
can be turned away from the sun.

— Any excess electrical energy generated and not used, but cannot be stored in the
batteries, is vented of and dissipated as heat into space.



Batteries

High performance electrochemical batteries are generally used as a
secondary power source to;

— store surplus energy from the solar array not being used by the payload when it
is illuminated by the sun

— return the stored energy when the solar array is in the earth’s shadow

The battery storage capacity must be adequate enough to continue to
operate the satellite during an eclipse.

Following an eclipse the batteries must be fully charged for the next
occurrence.

About 10% of the solar power is used to charge the batteries.



TT&C System

S IEREIE

« The on-board Telemetry, Tracking Telemetry
and Command system allows the Sensors
Satellite Control Centre computers
and operations support personnel to;

— determine the status of the satellite
— determine the location of the satellite

— control the various subsystems of the
Telemetry Command
payload and bus. Transmitter Receiver

 The TT&C subsystem consists of
several components;

— Telemetry sensors

— An On-Board Data Handling System
(OBDH)

— A telemetry transmitter
— A command receiver
— Antennas

o



Telemetry Function

» Sensors placed around the spacecraft monitor the status and health of the
payload and bus.

* They provide housekeeping data by measuring important parameters such
as temperature, electrical voltage and tank pressure.

* The operational status of equipment is also monitored as to whether it is
switched on or off.

» Housekeeping data is processed by the OBDH, converted into a digital bit
stream and transmitted to the ground segment using the telemetry
downlink.

 The data is received at the Satellite Control Centre, processed by a
computer to provide a current picture of satellite health, and displayed on
computer monitors in the operations room.

 When any parameters move out of specification, warning signals alert the
operations team and potential problems can be identified and corrected by
the engineers.



Tracking Function

To track a satellite is to know its
position in space.

The precise range can obtained by
measuring the time delay at the TT&C
station between transmission of a
reference signal and its reception
after being delayed by the distance
and satellite.

The direction can be fixed by
measuring the azimuth (bearing)
angle and elevation angle of the Earth
station antenna when its beam is
aligned to receive the maximum
telemetry beacon signal.

Knowing range and direction, the
position of the satellite can be
determined.

Transmitted

e

Bt Ranging Pulse
Ranging Pulse ‘N
Elevation angle .
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i

Azimuth angle

Ranging view from the ground
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Ranging view from orbit
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Command Function

 The command function allows ground operators at the Satellite Control
Centre to control all aspects of the spacecraft's operation to optimise and
maintain the service.
« Command functions include;
— powering subsystems on/off or changing operating modes
— controlling spacecraft guidance and attitude control
— deploying antennas and solar cell arrays
— uploading computer software
« Commands are received by the satellite through the command uplink,

interpreted by the On-board Data Handling System and then passed on to
the satellite subsystems.

« The commands are checked before execution to ensure that they have
been received correctly.

« The OBDH finally confirms the uplinked commands have been executed
correctly by using the telemetry downlink.



Satellite Command and Control

« The OBDH is the satellite’s main computer system and is distributed
throughout the spacecraft.

» The function of the OBDH is to;
— Exchange command and control data between the various subsystems,
— Monitor and control all of the satellite’s operations,
— Provide storage and processing of payload and other data,

— Transfer payload data to the communications system ready for download to the
Satellite Control Centre.

 Qverall command and control of a satellite is carried out from the SCC.

« SCC personnel monitor the health and status of all the onboard systems
from the telemetry downlink.

« This is the only way to observe and control the spacecraft’s functions and
condition from the ground.



System Priority

It is important that commands are executed at the correct time and in the
correct order or the satellite could drift out of control.
Depending on the mode selected, commands can be handled in one of two
ways;

— The most important commands are executed immediately when received by the

OBDH.
— Alternatively the commands can be stored in memory and executed;

* either on receiving a command

« or at a given time determined by a signal from the ground or the OBDH
Built-in failsoft procedures control the computers in case contact between
the satellite and Satellite Control Centre is lost.



Attitude Control System

« The ACS addresses the pointing or
rotation of the satellite.

Rotation is detected and measured
by attitude sensors.

OBDH control software processes
sensor measurements to calculate
the satellite’s current attitude.

The estimated attitude is compared
to the required attitude for the
desired orientation.

If different, the control software
determines the forques to correct
the attitude.

The Reaction Control Thrusters are
fired to act as control torquers.

« The ACS is also used for orbit
control when station keeping

Solar
Panel
Control

Satellite Bus

Antenna
Pointing
Control

Torque

Control
Torquers

demands

Measured
attitude

Attitude
Sensors

SCC
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Thermal Control System

 The Thermal Control System provides an appropriate thermal environment
onboard the satellite to ensure reliable operation of the payload and
subsystems.

« A satellite absorbs heat from sunlight and generates heat from internal
electrical equipment and this must be radiated away into space.

 When in the Earth’s shadow, the satellite must not be allowed to get too
cold.

« Various techniques are used to maintain the temperature within the
satellite’s operating limits;

Thermal blanket composed of a multi-layered insulation of thin plastic film with a
gold coating acts as a thermal barrier.

External mirror-like radiator surfaces attached to internally mounted electrical
equipment encourage the escape of dissipated heat.

Heat pipes transfer heat from the interior to the outside.
Heaters prevent the batteries weakening and the onboard fuel freezing.

o



Communications Payload

« A COMSAT’s communications payload delivers the telecommunications
services.

* Most communications payloads are radio relay stations in orbit that carry
on-board electronics called transponders.

 The term transponder is a contraction of “transmitter-responder” and is
used to identify one complete microwave radio channel of transmission from
a satellite.

» The basic function of the transponder is to:

receive signals from an Earth Station on the uplink frequency
change the signal to another downlink frequency

amplify the signal

rebroadcast the signal back down to another Earth Station

« Rebroadcasting on a different downlink frequency prevents the uplink
receiver and downlink transmitter interfering with each other.



Transponder Operation

Most COMSATSs operate as a
transparent (often called a “bent
pipe”) transponder;

— The received uplink signal is

retransmitted back to earth with
amplification and frequency shift.

Some modern satellites have
more complex regenerative
transponders;

— The received uplink signal is
demodulated to reveal the
original bitstream.

— On-board digital processing
cleans up the signal and remove
noise and extracts routing
information, before retransmitting
the signal back to Earth.

Satellite Payload

Frequency
Converter/
. Amplifier
Traffic
uplink
‘ Receiver Transmitter
Transparent Repeater
Satellite Payload
Digital
Processor
Demodulator Modulator
Traffic
uplink
‘ Receiver Transmitter

Regenerative Repeater

o

Traffic
downlink

27

Traffic
downlink
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Number of Transponders

 The transponderized design
breaks up the downlink
bandwidth into a range of
individual channels.

* The number of transponder
channels varies greatly

depending on the satellite’s role.

* Depending on the mission, a
satellite will often contain
multiple transponders,
sometimes 20 to 30 or more, to
provide redundancy and
increased capacity.

» Individual transponders can be
assigned to different uses.

Satellite Payload

L) Transponder

Conve'r{‘er/ Channel 1
Amplifier
Transponder .
Channel 2 Traffic
downlink
Receiver Transponder l

Channel 3

Transponder
Channel n

Transponderized Transparent Repeater



Communications Antennas

Antennas are used to;

— collect uplink telecommunications traffic
and TT&C signals from earth stations

— direct downlink telecommunications traffic
and TT&C signals to earth stations

» They can be mounted on the Earth facing
side and the adjacent east and west side
panels of the structural housing.

* Most antennas are attached to the housing
by short or long booms.

* The satellite must be continuously oriented
so that the antennas always point correctly
towards the Earth.

Anti-Earth side
Earth ) -
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* Having studied lessons 1 to 9 Cadets should now know the types and roles
of satellites and the principles of earth orbit including;

— Orbits

— Uses of satellites

— Satellite mission

— Station keeping

— Satellite components and uses



Satellite and Data Communications

Know the components and principles of the
Global Positioning System
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« Know the components and principles of the Global Positioning System
including:
— How GPS works
— The Components of GPS
— Constellation of GPS satellites
— Ground stations
— GPS in the military
— GPS in everyday life



Introduction to GPS
GPS System Components
How GPS Works

GPS in Everyday Life



Introduction to GPS
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 In this lesson Cadets will be introduced to GPS and learn about:
— Global Satellite Navigation Systems
— The History of the Global Positioning System
— GPS Positioning Services
— Basic Method of GPS Operation



Global Navigational Satellite System

» The Global Positioning System (GPS) was the first Global Navigational
Satellite System (GNSS) to be put into service.
 GPS is a space-based radio-navigation system providing;

— 3-dimensional positioning, in latitude, longitude and altitude, to about a metre of
accuracy

— nanosecond precise timing information

« A GPS receiver connected to a GPS antenna can be used to determine any
user’s position;
— continuously
— anywhere in the world
— under any weather conditions
— at no direct cost to the user

 The United States Government owns the infrastructure and the United
States Air Force develops, maintains, and operates it.



The History of GPS

* Inthe early 1970’s during the cold war, the US Department of Defense
(DOD) wanted to ensure a robust, stable, satellite navigation system would
be available to more accurately target Intercontinental Ballistic Missiles
launched from submarines.

« The DoD launched its first NAVSTAR (Navigation Satellite Timing And
Ranging) satellite in 1978.

* The system became known as the Global Positioning System (GPS) and
was fully operational in 1993.

* Inthe 1990s GPS had a Selective Availability (SA) feature that intentionally
degraded civilian accuracy for US national security reasons.

 |n 2000, the US Government ended its use of SA to make GPS more
responsive to civil and commercial users worldwide.

* The range error of the GPS signals in space is now actually the same for
the civilian and military GPS services.



GPS Positioning Services

A GPS receiver can determine;
— thetime
— its distance from GPS satellites
— its own position
« GPS provides two levels of positioning accuracy;

— The Standard Positioning Service (SPS) is available to all users for peaceful civil,
commercial, and scientific use.

— The Precise Positioning Service (PPP) is reserved for military use and authorised
government and civilian users

» Users receive encryption keys from the US DOD to access the PPS and obtain the
maximum accuracy from GPS.

« Should a PPS receiver have not been fed with valid keys, it could still behave as an
SPS receiver.



Basic Method of GPS Operation

The principle of GPS satellite navigation is that of one-way passive ranging
by time difference and is based on:

— radio wave propagation
— precision timing
— knowledge of each satellite position above the earth

A constellation of satellites transmits microwave radio signals containing
their position and timing information towards the earth.

The signals can be picked up by ground based or airborne GPS receivers.

After decoding the signals from several satellites, the receiver can then
begin to accurately determine its position.

If the precise time and distances from the GPS receiver location to at least
four GPS satellites are known, along with the satellite locations, then the 3-
dimensional location of the receiver can potentially be calculated to metre
accuracy.



GPS Systems Components
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System Components

 In this lesson Cadets will learn about the components of a GPS
System including:
— The Space Segment
+ Satellite Constellation
» Satellite Orbits
» GPS Signal in Space
— The Control Segment
» Master Control Stations
« Ground Antennas
* Monitor Stations
— The User Segment
* GPS Receiver Types
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Satellite Constellation

 The baseline operational constellation
of 24 satellites is arranged into six
orbital planes.

« This arrangement ensures that as the
satellites orbit, receivers can view at
least four satellites from virtually any
point on the planet at any one time.

« Additional satellites are flown to
maintain coverage whenever the
baseline satellites are serviced or
decommissioned.

» The extra satellites may increase GPS
performance but are not part of the
core constellation.



Satellite Orbits

» GPS satellites fly in Medium Earth Orbit
at an altitude of 20,233 km.

« This provides optimum ground coverage
with the least number of satellites.

» The eccentricity of the orbit is so small it
is almost circular.

« Satellites are distributed evenly in six
planes spaced 60° apart.

« Each plane contains four orbital slots
occupied by baseline satellites.

» The satellites rise over the equator at a
55° inclination.

« Each satellite has an orbital period of 11
hours 58 minutes.




Signal in Space

 Each satellite transmits a microwave radio carrier called L1 at 1575.42 MHz

* L1 is modulated by a number of signal components which provide information
to GPS receivers on;
— satellite locations
— satellite status
— the precise time from on-board atomic clocks

« Two of these components are accessible by all GPS receivers;

— a Coarse Acquisition (C/A) code
» A known, time referenced, complex digital code unique to each satellite, that appears like
random electrical noise and is used for ranging.
— a Navigation Message composed of;

« Almanac data containing a set of orbital parameter status defining the approximate
positions of all the satellites in the constellation used by the receiver during initial
acquisition of satellite signals.

» Ephemeris data containing the current predicted satellite position and timing information.
* More carriers and codes are being added over time to improve accuracy and

security
(o)



Control Segment

« The Operational Control Segment is a global network of satellite ground
stations comprising 2 Master Control Stations, 11 Large Ground Antennas
and 16 Monitor Stations
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Downlink Downlink
S Band
Uplink
rees s— .
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Monitor Station Master Control Station Large Ground Antennas
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Control Segment Elements

» Master Control Stations command and control the GPS constellation to;
— compute the precise satellite locations
— generate navigation messages for upload to the satellites
— monitor satellite health and accuracy
— perform satellite maintenance, problem resolution and station keeping

» Unstaffed remote Monitor Station receivers located around the Earth
provide continuous ground visibility to monitor each satellite in order to;

— track GPS satellites as they pass overhead
— monitor the GPS signals and atmospheric data
— feed the observations to the MCS

« Large Ground Antennas provide Telemetry, Tracking and Control by;
— sending commands, navigation data and software uploads to the satellites
— collecting telemetry from the satellites
— performing ranging on the satellites



Control of the GPS System

« GPS accuracy relies on the accuracy of the receiver’s clock and knowledge
of the satellite’s orbital parameters and their atomic clock errors.

« The Operational Control Segment essentially acts as a control loop.

* It measures the satellite orbit and clock errors as accurately as possible and
broadcasts the accurate data to the user receivers via the GPS satellites

* Monitor stations receive the two navigation signals from each satellite and
pass the data back to the MCS.

« The MCS takes the data from each satellite and updates its estimates of
each satellite’s orbital parameters and clock errors.

* The new information is passed to the Ground Antennas for upload to the
satellites.

 When each satellite receives the updates, it will incorporate the new data in
subsequent navigation messages.



User Segment

* The user segment contains all users in possession of a GPS receiver which
includes the antenna, receiver hardware and software that processes the
navigation signals from the GPS satellites.

« GPS receivers are manufactured in various forms and can be embedded in
other devices for many uses including:
— Aviation

» Enables 3-dimensional position determination for all phases of flight from departure,
en-route and arrival, to airport surface navigation.

— Maritime

» Provides the fastest and most accurate method for mariners to navigate, measure
speed, and determine location while in open sea, congested harbours and waterways

— Automotive

« Used in vehicles such as cars, trucks and public transport for navigation, location and
tracking purposes.

— Personal

» Available as dedicated handheld navigation devices, or embedded into portable
devices such as smartphones.

o
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In this lesson Cadets will learn how the GPS System works
including:
— GPS receiver operation
— Measuring time
— Measuring distance
* Pseudoranging
— Measuring position
 Trilateration
» Use of four or more satellites

— GPS co-ordinate system
— Military GPS



GPS Receiver Operation

» There are four sequential activities at work in a GPS
receiver. 1. Search

1. When switched on, the receiver will search for GPS signals.
— This can take about 15 to 45 seconds depending on the type of

receiver.
2. The receiver will examine the signals and acquire lock with :
: : 2. Acquire
as many GPS satellites as possible.
— Receivers with multiple channels can acquire satellites much
quicker by processing several satellite signals in parallel rather
than in sequence.
3. The receiver will process each signal using built in software, 3 Process
the outcome of which is;
— the synchronisation of the receiver clock with the satellite
precision atomic clock
— the distances to the satellites from the receiver 4 Fi
. FIX

4. The receiver will then fix the user’s position by calculation

— Generally receivers provide a fresh navigation fix every second
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Measuring Time

« Each GPS satellite is equipped with multiple atomic clocks that add
extremely precise time data called Co-ordinated Universal Time (UCT) to
the GPS signals.

« The clocks typically maintain accuracy to 3 nanoseconds (3 x 10 seconds)
per day, however the relative timing between satellites drifts over time and
needs to be monitored and corrected by the MCS.

« GPS receivers decode the signals transmitted from the satellites, noting
their exact arrival time.

« The signal's travel time is the difference between the time broadcast by the
satellite and the time the signal is received, about 0.07 seconds.

» Using this information each receiver can synchronize their internal clocks to
the atomic clocks of the satellites.

* This enables receivers to determine the time to within billionths of a second,
without the cost of owning and operating atomic clocks.

» Therefore GPS is also an extremely accurate timing system which can be
used for clock synchronisation.

o



Measuring Distance

To calculate its distance from a satellite, a GPS receiver applies a simple
formula to the satellite’s radio signal:

distance = speed x time

» Radio signals travel through space at the constant speed of light; 299,792
metres per second.

« The receiver therefore only needs to know the time the radio signal takes to
reach the receiver from the satellite in order to calculate the distance to the
satellite:

range to satellite = speed of light x signal travel time

« The value derived from this method of computing distance is called a
pseudorange because:

— itis not a direct measurement of distance but a measurement derived from time
— not all the errors in the measurement are taken into account



Pseudoranging

Starting at exactly the same point in time, the satellite and receiver generate
identical pseudorandom binary sequences (the C/A code).

— The codes are unique to each satellite and repeated constantly every 1023 bits.

— GPS receivers match the C/A code of each satellite with an identical copy of the
code contained in the receiver database.

The satellite transmits its code, but the received version of the code lags
behind due to the time taken for it to travel to the receiver.

The receiver compares its own and the received code to determine how
many seconds to shift the codes to match the sequence.

The shift (At), multiplied by the speed of light, determines the distance from
the satellite to the receiver.

Synchronously running C/A code at

satellite transmitter and receiver
JA\

Delayed C/A code received at the
receiver



Measuring Position

» Theoretically, to determine the GPS receiver’s position at any time, the
satellite coordinates of a minimum of three satellite ranges are required.

» The received GPS navigation message includes the broadcast ephemeris
containing information on the orbit parameters of the satellites.

* Knowing the satellite’s orbit parameters and the current time, it is possible to
calculate the exact 3-dimensional co-ordinates (longitude, latitude, altitude)
of the satellites at any point in time.

* By knowing each signal’s point of origin and its arrival time, the GPS
receiver can compute its own co-ordinates.

« It does this by using a technique called trilateration that exploits the
geometry of circles and spheres.

« The GPS receiver performs the trilateration computation by constructing
imaginary spheres.

» Using this method, GPS can give an instantaneous, real-time position to
within approximately 5-10 metres for 95% of the time for civilian users.

o



Trilateration - 15t Satellite

* The first GPS satellite signal
pseudoranging tells the receiver
how far it is from that satellite.

* The satellite is at the center of
the sphere and radius is equal
to the measured distance or
pseudorange.

» The location of the receiver
could thus be anywhere on the
surface of an imaginary sphere,
whether on land, in the air or
even in space.



Trilateration - 2"9 Satellite

 The second GPS satellite signal
pseudoranging creates a
second sphere centered on the
second satellite

* This narrows down the location
of the receiver to somewhere on
the circle where those two
imaginary spheres intersect.




Trilateration - 39 Satellite

» The third GPS satellite signal
pseudoraning creates a third
sphere centered on the third
satellite.

* This further which narrows down
the receiver location to two
points on the circle where those
three imaginary spheres
intersect

* One point is obviously wrong as
it is usually well above the
surface of the Earth, or deep
within the Earth, and so can be
discarded.



Use of Four or More Satellites

* |In practice, GPS positioning requires four, rather than three satellites, to
determine accurate 3-D positioning information.

* Receiver’'s use small, low cost oscillator clocks that are insufficiently
accurate to stay perfectly synchronized with the satellite clocks and hence
identify a precise location with three satellites.

» A fourth satellite accounts for the receiver clock offset causing timing errors,
as well as correcting for other errors in the system.

» More than four satellite signals received simultaneously would improve the
GPS position precision even further, particularly in the vertical position.

* The receivers process the extra signals using special statistical techniques
to correct for any remaining errors.

« This brings the receiver’'s clock back into synchronisation with the satellite’s
precise atomic clock.

 Most modern receivers consist of 12 separate channels which track and
process data from 12 satellites in parallel to acquire them more quickly.

o



Trilateration - 4t" Satellite

» |f all the pseudoranges were
absolutely precise based on
accurate time measurements,
then a fourth satellite
measurement would coincide
with the single point of
intersection from the other three,
but in reality it rarely does.

* The receiver makes an
adjustment by searching for a
single correction to all four timing
measurements such that the 4"
satellite measurement gives the
same position as the other three.

 The receiver clock can then be
synchronized to the satellite
atomic clock.



GPS Co-ordinate System

* The earth is not a perfect circle; it bulges at the equator and is somewhat
squashed at the poles.

« To account for this, GPS uses the US National Geospatial Intelligence
Agency model of the Earth called the World Geodetic System 1984
(WGS-84) as the reference coordinate system to determine latitude and
longitude.

 The model provides a description of the shape of the earth and overcomes
the problem of using many different geodetic datums worldwide.

« The GPS receiver employs an algorithm in the receiver to transform the
orbit parameters of the GPS satellites received from the broadcast

ephemeris into WGS-84 format.
_,/\\\

S
Earth’s surface { \)



Military GPS

« Military GPS is used where accuracy and reliability is
highly important, such as improved situational
awareness to locate friendly forces and precision
munitions guidance.

» Military receivers use the Precise Position Service (PPS)
to work around vulnerabilities such as;

— Spoofing; imitating the GPS signal to cause false readings
— Jamming; interference to prevent GPS signal reception

» To prevent spoofing, an alternative encrypted P[Y] code, : ;f_‘_%_‘:_‘
is transmitted on the L1 carrier to ensure that an = o=
authentic signal is being received. e
— Only US and approved allied armed forces and A =
governments have access to the encryption keys to decode
the P[Y] signal. - : :
Precision Lightweight

 To prevent jamming, the P[Y] code is also transmitted on  GPS Receiver (PLGR)
an additional carrier called L2 at a frequency of 1227.6
MHz



GPS in Everyday Life
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 In this lesson Cadets will learn about how GPS is used in everyday
life works including:
— Public Safety
— Surveying, Mapping, and Geodesy
— Geophysics
— Land Transportation
— Earth Environmental Sciences
— Scientific Research and Exploration
— Recreation



Positioning, Navigation, Timing

 GPS receivers are employed by a wide range of users to meet their daily
needs.

 The term PNT is commonly used to describe the services that GPS
provides, or to denote the various methods and technologies by which
navigation is supported.

— Positioning is the ability to accurately and precisely determine location and
orientation for mapping and tracking purposes.

— Navigation is the ability to determine current and desired position and apply
corrections to course, orientation, and speed to attain a desired position
anywhere around the world, from sub-surface to surface and from surface to
space.

— Timing is the ability to acquire and maintain accurate and precise time from a
Universal Time Clock (UTC) anywhere in the world and within user-defined
parameters.



« Cadets should research and discuss what they know about the GPS system
and its many uses, both from their own experiences and using the Internet.



Public Safety

GPS serves as a facilitating technology to assist public safety and disaster
response teams as they respond to emergencies and prepare for the
unexpected.

First responders such as law enforcement, fire fighters and emergency
medical personnel rely on GPS to provide critical instant location and route
information.

Knowing the precise location of landmarks, streets, buildings, and
emergency service resources shortens travel times, allowing quicker
responses often meaning the difference between life and death or
significantly mitigating property damage and loss.



Surveying, Mapping and Geodesy

GPS provides many advantages for surveying, compared to traditional

mapping and surveying techniques by not requiring a line of sight between
adjacent surveyed points;

— accuracy is improved
— unaffected by weather

— collection is much faster and the amount of equipment and labour required is
reduced, leading to cost savings.

Geographic Information Systems (GIS) can be used to;

— display features, store, manipulate, and display geographically referenced data
measured with GPS on maps

Geodesy is the science of accurately measuring and understanding the
Earth’s geometric shape, orientation in space, and gravity field, as well as
the changes of these properties with time.

— By using GPS, the movement of a site can be continuously and accurately
monitored.



Land Transportation

» All modes of land transportation, including trains, trucks, automobiles, all
terrain vehicles have applications in which safety, position-location, and
navigation are important.

« Automatic Vehicle Location (AVL) using GPS is a means for determining
the location of a vehicle and transmitting this information to a point where
that data can be used to manage vehicle fleets, public transportation,
delivery trucks and courier services.

» Tracking can provide an historical record of driving habits or events
providing benefits such as routing efficiency, fuel efficiency and
maintenance costs, driver monitoring, safety and security and asset
monitoring

» Automatic guidance of farm vehicles allow farmers to apply precise
amounts of fertilizer and pesticide to exact field locations based on crop
type planted and soil composition, potentially improving both the efficiency
and cost-effectiveness of these operations.



Vehicle Navigation

* Vehicle navigation systems use a moving
map display which is a type of navigation
system output.

* |nstead of numerically displaying coordinates —-_m_—

from the GPS receiver, or a heading and £ ”
distance indication of a certain waypoint, it LA —
displays the receiver’s current location at the ¢
centre of a map

» As the receiver moves and new position e »
coordinates are determined, the map moves e e
to keep its position at the centre of the display <

* The display portrays the receiver’s physical
movement, typically showing a simulated
overhead view of the location on a moving
map.

e Some devices also simulate a 3D view from
the perspective of the receiver.



Earth Environmental Sciences

« The ability to measure the Earth, including its atmosphere, ocean and land
surfaces, has been greatly enhanced by GPS.

» In meteorology GPS receivers are mounted on weather sounding balloons
used to;

— measure atmospheric water vapor.

* |In atmospheric science GPS receivers are mounted on Ozonesondes,
lightweight, balloon-borne instruments used to;

— monitor holes in ozone layer.
* In oceanography GPS receivers are mounted on buoys used to;
— observe the effects of ocean tides
— track the movement and spread of oil spills
* In geodynamics GPS receivers are used to;
— study relative motions on the surface of the Earth to monitor earthquakes.



Scientific Research and Exploration

 GPS is used for many different scientific research and exploration purposes
requiring accurate and reliable positioning.

» In archaeology fieldwork GPS receivers may be used to;

— map find-spots, earthworks and other archaeological features without the need of
conventional techniques.

* In biology animals can be equipped with GPS technology to;

— obtain accurate locations that can be combined with sensor data to study animal
behaviour and ecology.

— track and map the migratory patterns of endangered species as they migrate to
another habitat for a season, move in search of food or shelter, or are forced out
of their ecosystem by human activity such as construction, thus helping to
preserve and enhance declining populations.

» Explorers can carry GPS receivers to;
— easily locate themselves and their findings
— navigate in remote, uncharted territory.



Recreation

» Personal GPS receivers are used mostly for transportation-related
activities involving both vehicles and pedestrians

* |In recreation, GPS can be used for;

— "off-roading" with four-wheel drive vehicles, back-country skiing, mountain
climbing, bicycling, hiking, boating and even golfing.
« For those activities in which the potential for getting lost is high, and
search and rescue services are often required as a result, GPS is
much more than a useful gadget; it is a potentially life-saving device.



Cadets should experiment with as many types of GPS equipment as
possible; for example, mobile phones, in-car navigation, walking handsets.

Cadets should discuss how they operate and are used and identify the
advantages and limitations of their use.



» Cadets should now know the components and principles of the Global
Positioning System including;

— How GPS works

— Components of GPS
— GPS satellite orbits
— Ground stations

— GPS in the military
— GPS in everyday life



Satellite and Data Communications

Know the principles of data communications
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» Learners should know the principles of data communication including
— The protocols used in data communications
— The different types of data networks
— Computer network servers



Basic Principles of Data Communications
Transfer of Data

Protocols

Types of Networks

Servers



Basic Principles of Data Communications
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Data Communications Basic Principles

 In this lesson Cadets will learn about the basic principles of data
communications including:
— Data and information
— Bits and encoding
— The roles of data communications
— Data communications elements



Data and Information

» Data describes numbers, character strings, etc. that are a representation of
information so that it can be stored, processed and communicated.

— It temporarily takes the place of information in such a way that the original
information can be recovered from it.

— It does not by itself represent anything meaningful.

» Information is the meaning that people give to data in particular contexts.
— Data cannot be considered information until given meaning and interpreted.

» Information may exist in many forms, referred to as multimedia, derived
from many different sources such as;
— Text
* Words, numbers
— Audio
« Human language, music
— Static Images
« Symbols, pictures, facsimiles
— Dynamic Images
* Video

O
O
O
O
O
O
O
O
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Bits and Encoding

» Data represents information within

Computers and networks by a collection of 10101010110101101010010101011010
bits 10101010101101010101011011101010

' 10101011010101010101011010101010

T f ot : iy 11010101010100001010101101010010

* Abitis an abbreviation for a binary digit. 10100101000010101010101110010110
. ' iust one of two val ither 00011010101001010011010001010101
A bit can have just one of two values, eithe 00110101011010101001001010101010

1 (one) or 0 (zero). 10101010110101101010010101011010

: : 10101010101101010101011011101010

* Any type of information can be represented 10101011010101010101011010101010
- : - : ; 11010101010100001010101101010010

VYIth bits using special coding methods and 00100601 0BT 0101 110D
file formats, for example; 00011010101001010011010001010101

_ 00110101011010101001001010101010

— Numbers by binary bytes 10101010101101010101011011101010

: 10101011010101010101011010101010

— Text by a 7-bit ASCII characters 11010101010100001010101101010010

— Pictures by JPEG 10100101000010101010101110010110
00011010101001010011010001010101

— Sound by MP3 00110101011010101001001010101010

— Video by MPEG



Roles of Data Communications

« A data communication system enables the exchange of information
electronically between;
— Users; i.e. Person to Person
— Users and devices; i.e. Person to Machine
— Devices; i.e. Machine to Machine (m2m)

« The objective of a data communications network is to provide services to
users connected to the network thereby allowing them to:
— Share hardware resources
» For example printers and scanners
— Share data
» Data needs to be accessible from more than one location
— Communicate with each other

» This is particularly relevant for organisations with people in different offices and different
countries



Data Communications Elements

Data communications is the process of using computing and
communication technologies to transfer data from one place to another, and
vice versa.

It enables the movement of electronic digital data between two or more
devices, regardless of geographical location, technological medium or data
content.

Distributed data communications is built around three elements:
— Applications

— Computers

— Networks



Application

* |In computing, information is exchanged between applications.
* An application is the use to which something is put.

» Application software is the program running on a computing device realising
application functionality for both organisational, personal or home use, for
example;

Resource and information sharing

 collaborative working, databases, wikis, World Wide Web
Communications and connectivity

* messaging, email, social networking, IP telephony, desktop sharing
Business and electronic commerce

« on-line financial transactions, purchasing goods and services
Entertainment

* media players, game playing
Education

 information publishing and delivery
Monitoring and control

* remote devices
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Transfer of Data

* In this lesson Cadets will learn about the method of transfer of data in a
data communications network and the concepts of:
— Bits streams
— Channel capacity
— Nodes and links
— Data packets
— Switching and routing
— Data preservation



Bit Streams

« All forms of information can be represented by electrical signals.

« Binary data can be transmitted by encoding each data bit into signal
elements.

« Data communications networks exchange bits using electrical pulses.
— 1 is represented by a pulse being present.
— 0O is represented by a pulse not being present.

 When a data message is sent from a transmitting device to a receiving

device, streams of these bits are conveyed across the communication
channel as a signal consisting of a series of digital pulses.




Channel Capacity

« Data can be transmitted across a communication channel at various speeds
called the data rate expressed as the number of bits transmitted per second,
often abbreviated as bit/s or bps.

Data Rate Number Form Exponent | Prefix Unit

1 bits per second

1,000 bits per second
1,000,000 bits per second

1,000,000,000 bits per second
1,000,000,000,000 bits per second

« A data communication channel must have the capacity to be able to both;
— handle the amount of data messages that it has to exchange
— transfer them as quickly as they are arriving from the sender
* A measure of the ability of a link to transfer data is known as bandwidth,
which defines the maximum data transfer rate a link can support.

» Video contains a lot of information and transmission requires a very high data
rate and hence bandwidth.

o



Nodes

Node

» A networked computing device is often referred to as a _
node. =

A node is any device connected to a network;
— either as an end point where the communication link finishes
— or some point which lies in the middle of a communication link
« Every node contains a Network Interface Card (NIC) which;

— provides the physical interface between the node and the
communications link Network

— controls the flow of data over the network

« Each node has a unique identity number known as its
Media Access Control (MAC) address which is assigned to
the hardware device when manufactured. —_—

« A standard format for printing addresses is six groups of
two hexadecimal digits (0-10, A,B,C,D,E), separated by
colons(:) - For example: 01:23:45:67:89:ab

Node



Links

To send data between nodes there
must be some kind of
communication link or path
between them.

The network conveys data from
transmitter to receiver over some
form of transmission media.

There are two classes of links;

— Wired networks use physical
cables such as copper wire,
co-axial cable or optical fibre to
connect nodes.

— Wireless networks use
electromagnetic waves such as
radio to connect nodes.

Node

Copper wire or

co-axial cable Node
Optical fibre Node
Wired Links
Radio
Node

Wireless links



Data Packets

» Data is passed over a network as a sequence of packets which are chunks
of data that an application wants to deliver to another device.

* A packet is organised in a pre-determined structured format.

» The data has information added to the front and back containing
instructions for where the data needs to go and what the destination system
should do with it once it arrives.

» The header contains all the information sufficient for routing from the
originating node to the destination node.

« The payload is the data to be transported from source to destination.
« The addition of this routing and usage information is called encapsulation.

Packet



Packet Switching

* The network needs to select the most appropriate route for the data packets
to travel through the network.

* Most modern networks use packet switching which establishes a virtual
circuit rather than a dedicated physical circuit for the connection between
sender and receiver.

« Each transmitting device’s data stream is divided into number sequenced
data packets which are;

— sent to the network

— mixed with all of the other user’s packets

— relayed through the network to the correct receiver
« Packets are directed to the destination device

— independently

— in any order

— using different routes to their final destination

* The received packets are rearranged into the correct number sequenced
order to reconstruct the original data stream.



Routing

* A node needs to identify other nodes on the network it wants to
communicate with.

« This is achieved by assigning each node an address.

 When a source node wants the network to deliver a message to a certain
destination node, it specifies the address of the destination node.

 The addresses are carried in the header of the data packets.

» |f the sending and receiving nodes are not directly connected, then the
switches of the network use this address to decide how to forward the
message toward the destination.

» The process of determining systematically how to forward messages toward
the destination node based on its address is called routing.

 Devices called routers, which hold information about the structure of the
network, make decisions about how the data should be routed through it.

— =

Router symbol =



Data Preservation

« Data packets can often be corrupted by noise and other flaws when sent
through a communications link.

« Some bits may be “damaged”; 1s become 0s or Os become 1s

» To prevent this from happening additional error control bits are added;

— At the receiver a mathematical function called error detection is performed to
identify incorrect bits

— The receiver can then request the corrupt data packets be retransmitted until
received correctly
» More complex mathematical functions can be used to go one step further
and perform error correction;

— The correct message is recovered directly from the incorrect bits that were
originally received



Protocols
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Protocols

* In this lesson Cadets will learn about data communication protocols and the
concepts of:
— Software Communications Layers
— Protocols
— Standards
— TCP/IP



Software Communications Layers

The transfer of data from source to destination involves;
— first getting the data to the source computer in which the application resides
— then passing it to the intended application within the destination computer.

For a message, file or any other data to travel through a network, it must
pass through several software communications /ayers.

A layer is designed to offer certain services to the layers above, shielding
the layers below.

Each software layer carries out a different function associated with data
transfer and has its own set of protocols designed to make sure the data
gets through accurately.



Protocols

» Information exchange in a network involves many interacting functions.

* When software on two devices carry on a conversation, the rules and
conventions used are known as a protocol.
» A protocol is an agreement between those communicating with each other
on how to proceed.
» |t can be explained using an analogy with the way people talk to each other.
— People don't just put words together in a random way.

— They have a set of rules (grammar) that determines the order of words and how
sentences are formed

— They also need to have a common understanding of the meaning of different
words

« Data communications protocols operate in a similar way.
» Alist of protocols, one operating at each layer, is called a protocol stack.

« A complete set of layers and protocols is called a network protocol
architecture.



Standards

« Fortunately, a number of organisations have taken responsibility for
ensuring that many communication protocols are clearly stated, recorded
and made available to others.

 These organisations agree on and produce the necessary standards.

« Standards are a kind of technical specification that sets out the rules and
requirements to ensure interoperability.

« A standards document is usually drawn up with the involvement and
agreement of all interested parties including representatives of users,
manufacturers and government agencies.



TCPI/IP

» Transmission Control Protocol/Internet Protocol (TCP/IP) is the almost
universally adopted network protocol architecture standard and is used with
the Internet.

Layer Functions Example Protocol

* Runs programs that make use of the Hyper Text Transfer Protocol
network (HTTP) used by web browsers

Application

Ensures reliability of data communication
Transport across the network without errors
Controls the sequencing and flow of data

Transmission Control Protocol
(TCP)

Deals with how to
combine multiple communications links
into networks
Internet combine networks together Internet Protocol (IP)
send packets between remote devices

Finds the path along which to route packets

Network Provides the software interface between

Access host devices and communications links ST B0/ o] LAt




« Using devices Cadets have authorised access to, search through
the device settings, identify and note down some examples of the
following parameters;

— E-mail address formats

— Port numbers for any applications
— Device IP address

— Device MAC address

» Using the settings of the device, identify the following information
about your data connection
— Device MAC address
— Device IP address
— Data rate
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Types of Networks

* |n this lesson Cadets will learn about data communication networks
and the concepts of:
— Networked computing
— Types of networks
* Personal Area Networks

* Local Area Networks
* Wide Area Networks

— Internetworking
* Intranet
* Extranet
* The Internet

— The World Wide Web
— Wireless networks
— Network security



Networked Computing

» Two devices are networked if connected in some way and able to exchange
information.

» Networks come in different sizes, shapes and forms and are usually
interconnected together to make larger networks.
* In forming a network, there are choices to be made depending on;
— where the computers are located in relation to one another
— how they need to interact with each other

« Data networks can be classified by the type communications link used to
connect devices (wired or wireless) and the geographical range of coverage.

Network Type Typical Reach Coverage

Tm
10 m
100 m
1 km
10 km
Wide Area Network 100 km
1,000 km
10,000km

Personal Area Network

Local Area Network

The Internet

Person, Vehicle
Room
Building
Campus
City
Country
Continent
Planet



Personal Area Networks

 PANSs are used for close communication, typically a few metres apart such
as;
— on a person, in a single room or a car
— among personal devices themselves
— for connecting to a higher level network and the Internet
 They are aimed at low power, low cost implementations and are used in
applications such as;
— industrial control
— public safety
— automotive sensing
— home networking and automation

« Wireless PANs use wireless technologies such as Bluetooth



Local Area Networks

* LANs connect together as few as two or hundreds
of nodes in a single building, or group of buildings
near each other, such as a home, office or
factory.

 LANSs are usually privately owned or belong to a
single organisation.

 Ethernet was the first and is the most universal
LAN type conforming to the IEEE 802.3 standard.

« Each LAN node connects to a device at the centre
of a star configuration, called a hub or switch.

 They act as policemen to move and route data to
the correct node, as well as stopping unwanted
intruders or data entering the LAN.

 LAN segments can be extended or joined
together using switches to form an extended LAN.

« A single Ethernet LAN can connect 1024 devices.

Extended LAN
LAN Segment

LAN Segment

o



Wide Area Networks

« An organisation can
interconnect its LANs located at
different geographic locations LAN
into a single Wide Area Network
(WAN).

- A WAN typllcally consists of a o
number of interconnected | ink
switching nodes connected to External
an external telecommunications Link
provider’s links. =

« A transmission from any one LAN
device is routed through these External

internal nodes to the specified == Link
destination device.

« The nodes that interconnect the LAN
networks are routers.

y
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Internetwork

» Networks, often using different technology, can be further interconnected to
form a ‘network of networks’ called an internetwork.

» An internetwork is set of interconnected networks using the IP protocol.

« Itis usually limited in scope to a single organisation and appears to the user
to be a single, seamless data communication system.
» Additional hardware and software systems are used to interconnect the
individual networks together securely.
* There are three forms of internetwork:
— Intranet
— Extranet
— The Internet



Intranets

An intranet is an internetwork limited
In scope to a single organisation.

Organisations often interconnect their

existing and separate internal
networks together securely to form a
larger private network called an
Enterprise Network.

It is really a large WAN and is
concerned with ownership, control
and administration rather than
technology.

Intranets facilitate cross-organisation
communications and collaboration.

They are made inaccessible by
anybody from outside the
organisation by special security
features called a Firewall.

Private
Network

y
lep

External
Link
External
Link

Private

Network
External

== Link

Private
Network



Extranets

* An extranet is an intranet that is
made partially accessible to users
outside an organisation.

» |tis an effective and secure way for
organisations, external customers,
partners and suppliers to share
information and do business.

« External users connect to the
network through the Internet using
a secure Virtual Private Network
(VPN) connection.

» Access is restricted to a
compartmentalised area of an
intranet without granting access to
the entire network using firewalls.

Intranet
Firewall % Limited
Access
Extranet Sl
e >
Internet
VPN

External
Client



The Internet

« The Internet (with capital letter ) is a specific and unique internetwork, the
very large one with global reach and accessible to all; it is not really a
network at all but a vast collection of devices and interconnected networks.

* The Internet evolved from a US government supported computing
infrastructure research project called ARPANET launched in 1969.

* In the 1980s commercial applications were allowed on the Internet and it
was gradually privatised and made accessible to everyone.

« Itis unusualin that it is not planned or centrally controlled by anyone.

« Users purchase Internet access or connectivity from an Internet Service
Provider (ISP) which allows the computer to exchange data with all the
other accessible computers on the Internet.

» A device or network can connect to the Internet by several different means;

— a phone line with a broadband modem

— a cable television system with a cable modem using unused cable TV channels
— mobile networks

— wireless access points



The World Wide Web

The World Wide Web (WWW) is not
strictly a network but a loose collection
of Internet computer servers.

It is a way of accessing linked
information content spread across
millions of computers over the
Internet.

The WWW consists of a vast, global
collection of content in the form of
Web Pages generally viewed with an
application called a browser.

Internet

y
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Wireless Networks

» Wireless networks are an alternative to fixed wired networks enabling
devices to connect to a network and communicate
— without connecting cables
— using radio signals as a communicating medium
— typically covering a range of up to 100m
« They provide advantages over wired networks in terms of mobility and ease
of installation and configuration.
 However, wireless LANs cannot match the speed of wired LANs and are
limited by their range.
 WLANSs are available for use in many public areas, workspaces and the
home.

— = Wired
Network

Client Wireless Node Wireless Router



Network Security

» Network security refers to the proper safeguarding of everything associated
with a network including data, media and equipment.

* |t involves administration functions, vulnerability assessment and uses
special technical tools and facilities.

 Network administrators need to be sure that network resources are used
appropriately, in accordance with a prescribed policy, and only by people
who are authorised to have access.

« A difficulty with network security is determining how much security is really
necessary.

* To determine this, an assessment is made of potential threats and attacks.

 Threats and attacks can be prevented by appropriate security responses
which can be implemented using specialised network security technology
and applications.



Security Applications

Encryption
— This ensures a message can only be read by the intended recipient by
transforming data into an unreadable cipher using a secret key.
Authentication

— This enables a message recipient to verify the identity of a sender by
» Sharing a secret; e.g. password and challenge response (question and answer)
* Possessing a physical device or token; e.g. swipe card
» Detecting a physical attribute or biometric; e.g. iris scan, voice recognition

Digital Signature

— This ensures a message hasn’t been modified since originated by a sender by
binding a user’s identity to a message making it unfeasible for an attacker to
copy or making it difficult for a user to deny sending.

Firewall

— This prevents unauthorised network access by monitoring and protecting critical
network resources and restricting access to authorised authenticated users.
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Computer Network Servers
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Client-Server Computing

» Data is often stored on powerful, centralised, networked computers called
servers.

* The primary role of a server is to respond to data requests, typically from
clients.

» Clients are simpler computing devices that directly support the user to
access the remote data on the servers.

 The client device;
— accepts instructions from the user
— makes requests of the server
— displays responses from the server for the user.

* This arrangement is called a client-server computing model.

Client
. : =
(p‘ III Client request
= _ Server response
Server



Server Types

« Servers can be just PCs or very powerful computers often with
multiple-processors, gigabytes of memory, terabytes of hard disk space,
and high-speed networking capability which;

— contain programs and data files that can be accessed by other client computers
in a network;

— provide services ranging from computation, logic and storage to networked
applications

— specialise in specific functions such as file storage, printing, databases,
communications, mail or web applications.

« Some servers can handle thousands of transactions per second.
» They are often centrally housed, far apart and connected by the Intranet.

 For example, websites are stored on web servers;

— a web browser is the client which makes a request to the server, and the server
sends the website to the browser.



Server Farms

« Under most conditions, one server can handle a large number of clients, but it
can only serve so many requests before the load is too great.

» Organisations that provide a lot of content use Server Farms.

* A server farm provides a set of servers that look like a single server or web site
to its clients.

« [Each server has access to a copy of the content which is often stored on a
Storage Area Network (SAN).

Server Farm

- |

Client Servers Storage Area
Network
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Satellite and Data Communications

Know the type and roles of mobile
communications
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Principles of Mobile Communications
Principles of WiFi

Principles of Bluetooth



Principles of Mobile Data
Communications
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 In this lesson Cadets will learn about the basic principles and
technical concepts of mobile data communication including:
— Mobile computing
— Cellular mobile data networks
+ UK mobile data network evolution
* Mobile network elements

» System access, radio coverage and handoff management
* Mobile data devices, services and applications



Wireless and Mobile Data Networking

As networked computing applications became more widely deployed,
network access became important, not only through fixed access at home
or at work, but also while travelling.

For example, mobile workers need easy remote access to their
organisation’s intranet.

There are two means of providing wireless data connectivity for users on
the move;

— mobile computing

— nomadic access



Mobile Computing

» Mobile computing provides network
access whilst a user is “on-the-go”,
— when walking or in a vehicle
— using portable devices

* It has evolved from voice based
cellular mobile telecommunications
technology.

A mobile network uses mobility
management to maintain a continuous
session as the user moves around, by
seamless handover of the session
between one radio base station and
the next.




Cellular Mobile Data Networks

» Since the start of the first public mobile telephone networks in the UK in
1985, data communications technology has evolved rapidly through a series
of generations.

» Each generation data networking capabilities have increased to meet
demand.

1G systems were analogue and designed only to make telephone calls

2G Global System for Mobiles (GSM) system were digital and supported mobile
data communications at low bit rates.

3G systems allowed greater mobile data rates and simultaneous voice and data.

4G systems began to address the demand for access for high speed broadband
mobile data.

5G system implementation is underway supporting broadband on the move
providing data rates comparable to wired connections.

* There are many different standards of competing technologies that support
data traffic in different ways and at different speeds.

 These technologies are loosely categorised by generation.



UK Mobile Data Network Evolution

Generation
Universal Mobile Long
Network Global System for Mobiles Telecoms Svstem Term
Standard (GSM) y Evolution
(UMTS) (LTE)
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Mobile Network Elements

« A typical 3G mobile network is built around three major elements
— User equipment, Radio Access Network and Core Network

User Radio Access Core Network
Equipment Network
Other Mobile
Mobile Circuit and Fixed
Switch Centre Telephone
Networks

Authentication

Radio Centre, Location Application and

Content Servers

Network Register,
Controller Equipment
Identity Register

Packet Data
Switching Node

The Internet




User Equipment

» User Equipment (UE) are devices used to access the mobile network.
« The User Equipment contain all the hardware and software needed to;

— connect to mobile networks through a device’s internal radio modem

— provide the interface to the user
« Every User Equipment is allocated a unique International Mobile

Equipment Identity (IMEI) used by a network to;

— identify valid devices

— stop unauthorised or stolen phones from accessing a network if necessary
« Different types of devices are used for mobile data services;

— Mobile computing equipment

— Smartphones

— Dedicated data terminals



Mobile Data Devices

* Mobile phones were first used primarily for making
and receiving telephone calls.

« Subsequently, suitably equipped laptop \ \
computers or notebooks obtained Internet access \\ \
through the mobile network using an external \
radio modem module or ‘dongle’. >

 However mobile network operators focused on
handheld devices for mobile internet access.

 Initially there were dedicated mobile data devices
without voice capabilities, such as Personal Digital
Assistants (PDA) and feature phones.

« These have since evolved into more complex
Smartphones which entered the market later.

 Dedicated data devices also exist which are used
for many different specialised business
applications.




Smartphones

» Smartphones are small multimedia
computers that also function as
phones.

* A key feature of a smartphone is the
ability to install and run applications.

» They use special mobile software
operating systems such as;
— Android
— 108
— Blackberry
« Many different types of mobile data
services provided by the network
operators, can be accessed using
smartphones depending on device
features and software.




Subscriber Identity Module

« User Equipment house a removable smartcard chip called a Subscriber
Identity Module (SIM).
 The card is usually swappable between User Equipment.
» |tis uniquely identified by its Integrated Circuit Card Identifier (ICCID)
e The SIM stores;
— information to connect to the network

— passwords
— additional user information such as contact lists and text messages




Radio Access Network

User Equipment communicate with a
network of Base Stations, called Node B,
consisting of;

— Radio transmitters

— Radio receivers

— Antennas
Radio Network Controllers (RNC) connect
to, co-ordinate and control groups of base
stations.

The function of the RNC is to;

— allocate radio channels used by user
equipment communicating with base stations.

— determine how the radio channel is used.

— manage transfer of calls between base
stations.

|
2,




Core Network

A 3G Core Network contains the fixed infrastructure to operate the entire
network comprising.

« Two types of switches are used to route voice and data traffic;
— Mobile Circuit Switch Centre;
 routes voice traffic around the network
 routes voice traffic to other external mobile and telephone networks;
— Packet Data Switching Node;

* routes voice traffic around the network
* routes voice traffic to the Internet

« There are a number of additional supporting database systems;

— The Authentication Centre, Equipment Register and Location Register;
» control user access to network
» track mobile locations
* route calls and data
» work out billing charges

— The Application Servers and Content Servers;
 deliver additional network services



System Access

 When a mobile device is first
switched on, it registers with the
network through the nearest
base station.

» Authentication takgs placg to Radio Air
prove that the UE is genuine and Interface
allowed to access the network.
« A protocol called the Radio Air
Interface is used by mobile @ Authentication
devices and base stations to; / Authentication féngg; aer;g
— Communlpate using microwave : Identity Registers
frequencies allocated Mobile UE
exclusively to a specific network
operator.

— share the radio channel between
many mobile devices
simultaneously.



Radio Coverage

* Uninterrupted radio coverage is
achieved by dividing the network’s
geographical area into a collection of :
adjacent cells. A

» A cell is the defined geographical
radio coverage area of a single base
station.

* In a national mobile network
thousands of cells are deployed
across the country.

 Mobile devices move around a
network and access services via the
base station belonging to whichever
cell the mobile is located within.

Radio Cell Base




Handoff Management

As a mobile device moves
between cells, there needs to
be a way to transfer the call to
the new cell.

As the mobile device moves to
the edge of the cell

— the received signal gets
weaker

— then eventually reaches a
point where it can no longer
receive data reliably

Meanwhile the surrounding
cells have been monitoring the
signal strength on all
frequencies.

Radio Network
Controller



Handoff Management

When the signal from a
surrounding cell becomes
stronger than the signal from
the current cell, the mobile
device’s frequency is switched
to the channel of the adjacent
cell.

The flow of data is now
re-routed seamlessly from the
old to the new base station.

The connection continues
without a break in service with
the user being unaware of any
change.

Radio Network
Controller



Mobile Data Services

« Mobile network operators offer several types of mobile data services to meet
different user needs;
— Short Messaging Service (SMS)
» Allows 160 character text messages to be sent
— Multimedia Messaging Service (MMS)
» Permits still pictures, video clips and audio messages to be sent
— Streaming Service
» Presents audio-visual content for buffering and immediate replay
« Content is not stored permanently on the device
« Two types; Mobile TV and Content on Demand
— Download Service
» Allows content to be downloaded and replayed
« Some providers limit the number of times or specify an expiry date
— Internet Access Service
» Allows access to the Internet and World Wide Web
« Web servers can detect whether to return a desktop or mobile version of the web pages



Mobile Applications

« Using these mobile data services, users can run applications on the WWW
using a mobile data device in one of two ways:
— A mobile content browser
— Dedicated mobile applications hosted on the user equipment

« Applications are available to support many uses, the most popular being:
— Messaging
— Email
— Web browsing and downloads
— Social networking
— Gaming
— Entertainment
— On-line commerce
— Navigation and location based services



Cadets should discuss the mobile devices you use for wireless mobile data
communications in your everyday life, then compare and contrast the
different applications.

|ldentify the mobile data services you have access to on your mobile device
and discuss what you use them for with your device.

Using these devices, access the settings menu and discover as much
information about the device’s wireless networking:

the device type

the mobile operating system

the user equipment SIM card IMEI (if accessible) and ICCID
the network service provider

the network type and generation

signal strength

Search for and identify the locations of mobile base station near to your
squadron.



Principles of WiFi
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* In this lesson Cadets will learn about WiFi and the concepts:
— Nomadic access

— WiFi technology
* Infrastructure networks
* Access Points
* Range

— Internet hotspots

— Voice over IP



Nomadic Access

 Nomadic access provides data network
access whilst a user is semi-portable
when;

— travelling but operating from a fixed
stationary location

— using semi-portable devices such as
laptops.
* |t uses wireless networking which has
evolved from wired LAN technology.

* A user can log-on whenever they are
within radio range of an accessible
Wireless Local Area Network (WLAN)
station.

» |f the user subsequently moves on to
the coverage area of a different WLAN
station, the session is terminated and
the user has to log on again.




WIFi Technology

WiFi, meaning ‘Wireless Fidelity’, is a wireless LAN networking technology
which provides a user with nomadic access.

WiFi networks are accessed by a wide range of consumer devices
incorporating radio modems.

The modems operate in the unlicensed Industrial, Scientific and Medical
bands at frequencies of 2.4 GHz and 5 GHZ.

Certified products conforming to the IEEE 802.11 technical standard
produced by WiFi Alliance are guaranteed to be interoperable.

Various versions of the standard exist and new ones are evolving over time.

Versions IEEE 802.11a and IEEE 802.11g provide theoretical data transfer
rates of 54 Mbps.




WiFi Infrastructure Network

A WiFi Infrastructure Network is used as an extension to wired networks.

« Stations connect wirelessly to an Access Point, a radio base station that
controls station communications and connects to a router.

 The router in turn connects to a wired LAN or to a broadband connection
linked to the Internet.

» Access Points are usually located on the wall or in the ceiling of a building or
communal area.

Client
Wireless
Node

Client [ ==
Wireless ™% |
Node

Base Station

\ .
Client \\ N Q Wired
IEIERS | ‘ Network

Node >
WiFi Wireless Access Point



Access Point Connection

 When in range, a WiFi enabled station learns through the radio channel the
identity or Service Set Identifier (SSID) and capabilities of the Access
Points.

* The station can send a request to associate, which the Access Point may
accept or reject.

» |If a network is open or unsecure, everyone is allowed to use it.
» Otherwise a security access password is needed to authenticate before
data can be exchanged.

— WPAZ2 is the recommended security method

— WEP was an earlier method but use is discouraged because of design flaws that
make it easy to compromise



Access Point Operation

 All stations in a WiFi network
share the same channel.

* Only one station at a time can be
allowed to send data.

« WiFi standards do not define how
many stations can join a network,
but some equipment may have a
limit.

* As the number of communicating
stations increases, the channel
capacity for each station
decreases.

* A point will eventually be reached
when the network becomes too
congested to provide an adequate
service

Wall mounted office Wi-Fi Access Point



WIiFi Range

* Any form of wireless
communication is limited by how
far the signals can travel.

« Typical WiFirange is 10’s of
metres

» Physical barriers such as walls
will reduce the data rate and
distance further.

 WLANS in larger organisations
may use several Access Points
to cover a larger area.

* Access Points within range of

each other must be set to use
different frequencies or

channels so that they do not Typical Range of a Wi-Fi Access point
interfere with each other.




Internet Hotspots

« Hotspots are where WiFi internet access is open to the public.
« Some require you to register or pay for access.

» Others are free as a marketing ploy, as a public service or from an Internet
user who opens up a connection.

» Hotspots have sprung up everywhere people go, resulting in a patchwork of
coverage.

 The geographical area served by a WiFi hotspot is typically only 10’s of
metres across and unlike mobile phone networks, coverage areas are
generally not adjoining.

« For many users on the move, this level of mobility is an acceptable
alternative to mobile phone networks.

Hotspot

@@= )



Voice Over IP

Voice Over Internet Protocol (VolP) allows wireless telephone calls to be
made using WiFi through the Internet;
— either to other VoIP users of the system
— or sometimes to conventional telephones
» Typically you pay for calls to a landline or mobile phone, whereas calls to
users of the same VolIP service are at no additional cost.
« Many VolIP software applications are available free from the Internet.

 The most popular VolP application is Skype.



Using a wireless enabled device, Cadets should turn on WiFi and identify any
Networks or Access Points within range of your device, noting down;

— the network names (SSID)

— which networks are open and which have security enabled
Connect to a WiFi network which you are authorised to access.
Using the device WiFi settings, explore as much information about the WiFi
connection as possible, for example

— Security and encryption type

— Speed

— Channel number and frequency

— Signal level

— Client MAC and IP addresses

Physically locate the Access Point and using your device estimate the
maximum range and the effect of the environment on the signal reception.



Principles of Bluetooth
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Bluetooth Technology

» Bluetooth® is a type of wireless Personal Area Network technology used
with very short range, low power, inexpensive radio devices.
* |t was originally intended to be a convenient alternative to cables when
interconnecting local computing devices.
* Products conforming to IEEE 802.15.1 Bluetooth technical standard are
interoperable with the specification version for which they are designed.
— Version 1.0 of the standard was released in 1990 and has seen many revisions.

— Version 2.0 allow users to exchange data wirelessly between paired devices up
to 2 to 3 MHz.

» Devices operate in the 2.4 GHz ISM band reserved for unlicensed users
and can therefore be used without restriction around the world.

« The name originates from the 10" century King of Denmark, Harold
Bluetooth, who was famous for uniting Scandinavian tribes.

€3 Bluetooth




Class and Range

« Manufacturers of Bluetooth devices can provide the communication range
needed to support uses for their solutions.

» Depending on the application, range may vary depending on class of radio
transmitter used in a device;
— Class 3 transmitters have a range of up to 1m

— Class 2 transmitters, most commonly found in mobile devices, have a range of
10m

— Class 1 transmitters, used primarily in industrial applications, have a range of
100m

« Range can be further reduced by physical obstructions between devices.



Discoverability

« Every Bluetooth device has a
unique MAC address.

 When switched on, the
Bluetooth protocol lets
devices discover each other
by transmitting a message
alerting other Bluetooth
devices nearby.

« A user selectable security
feature determines whether
or not the device is visible to
others within the area.

» |f several Bluetooth devices
are set to discoverable mode,
they can all search for and
locate each other as long as
they remain within range.

wil vodafone UK % 17:51 7 3 99% wmm)
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Bluetooth (>
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OTHER DEVICES =

To pair an Apple Watch with your iPhone, go to
the Watch app.

iPhone Bluetooth settings

o

Bluetooth
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Discoverable
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Bluetooth
devices



Pairing

Pairing is a procedure followed to
determine if two Bluetooth devices can
communicate on discovering each other.

Using the original method, both devices
are configured with the same 4-digit PIN
code called passkeys.

A new simple secure pairing method was @
later introduced whereby; /
— users either confirm that both devices are 7
displaying the same 6-digit device
generated passkey or observe the
passkey on one device and enter into the

other
— devices negotiate the use of 128 bit AES
encryption to secure communications
On establishing a link, both devices can
exchange short bursts of data in
packets.

=
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Bluetooth Device Applications

» Bluetooth is used in an ever increasing range of application;

— Automotive

* hands-free calling, music, smartphone apps, navigation units, monitoring vehicle
diagnostics, traffic, driver health

— Consumer Electronics

« game boxes, watches, music players
— Health and Wellness

« activity sensors to monitor medical parameters
— Mobile Telephony

« smartphones, hands-free calling systems, headsets, speakers
— PC and Peripherals

* laptops, headsets, printers, keyboards, mice
— Sports and Fitness

» sensors to measure pace, pulse, distance, other workout information
— Smart Home

* home automation, security, smart energy, entertainment



Cadets should list all the Bluetooth enabled devices they use for wireless
mobile data communications in their everyday life and discuss the different
applications.

Using some of these devices, turn on the Bluetooth connection and identify

any devices within range of the device, noting down any information about
the devices e.g. the device names, MAC addresses, etc.

Pair with another Bluetooth device you are have permission to connect to
and identify and explore the following;

the type of devices

the device applications

the pairing method for the connection

the maximum communications range (and hence the class of Bluetooth device)
the effect walls, buildings, trees, vehicles etc. on communications



Summary of Learning Outcome 4
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